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THE TRADITIONAL TREATMENT OF 
PERSUASION/MANIPULATION

• Companies are allowed to engage in “puffery,” 
meaning that they can present an outlandish 
claim if people wouldn’t reasonably rely on it.

• In each instance, consumers are supposed to be 
skeptical of a company’s assertions.

• But the purpose is to “persuade” people to buy a 
product or service

• So when does persuasion become deception or 
manipulation?



U.S. LAW WILL OFTEN PERMIT SUBTLE MANIPULATIONS 
IN PHYSICAL DESIGNS AND PRESENTATIONS TOO



DARK PATTERNS: REGULATORY PROBLEMS UNDER U.S. LAW
• Antitrust:

• Potential: Companies can use dark patterns to 1) exclude competition, 2) maintain a monopoly, 
and 3) charge supracompetitive prices.

• Problems:

• U.S. Antitrust Law errs against condemning product designs and innovative activities

• A fear is that antitrust might chill the innovation and development of superior products

• Antitrust courts are ill-equipped to assess the merits of a product design or innovation

• An anti-consumer company should naturally incur punishment in the free market.

• Consumer Protection Laws:

• An unfamiliarity with dark patterns until recently

• An assumption that people can “rationally” avoid dark patterns

• The FTC released “Bringing Dark Patterns to the Light” in 2022



BENIGN VERSUS TROUBLESOME DARK PATTERNS?

1. Delta                                                                      2. Doxo

Dilemma: What does a method of presentation cross the line into illegal?

(uses colors and prominent displays 
to recommend protection.” It also 
states that it is a “popular choice” 
with 14,348 people choosing it) 

(A third party, Doxo, creates an appearance that its 
interface is another company’s official payment system. 
And it quietly discloses a “delivery fee,” which isn’t 
required on the official payment platform)

&



INITIAL ACTIONS BY U.S. FTC
1. LendEDU (2020): Allegedly ordered rankings by how
much money lenders paid to LendEDU. Then, LendEDU
told consumers that the ratings of lenders were based
on “objective” measures and stats. LendEDU persuaded
Lenders to pay for better “positions,” asserting that
placement entices consumers. The design generated
false beliefs. The parties settled for $350,000.

2. LendingClub (2021): It advertised “no hidden fees,
yet hid fees about loans behind “tooltip buttons” that
few consumers clicked. This violated by the FTC Act by
hiding or delaying salient information.

This is essentially a practice called “drip pricing”
where consumers receive information at later
times, interfering with comparison shopping



RECENT CASES: APPLE

• The Department of Justice alleged that Apple sought
to monopolize the market in violation of antitrust law
by, in part, degrading the messaging of non-iPhones

• This included turning the messages of non-iPhones
green, which is less appealing than iMessage’s blue.

• DOJ: “Many non-iPhone users also experience social
stigma, exclusion, and blame for ‘breaking’ chats
where other participants own iPhones. This effect is
particularly powerful for certain demographics, like
teenagers—where the iPhone’s share is 85 percent,
according to one survey. This social pressure
reinforces switching costs and drives users to
continue buying iPhones—solidifying Apple’s
smartphone dominance…”



RECENT CASES: 
AMAZON’S “ILIAD”

• Named after Homer’s epic poem, which 
occurred in 24 books about a ten-year war

• The FTC alleged in 2024 that the process to 
enroll in Amazon’s Prime is simple, but 
cancellation is made difficult (at least 5 pages 
with plenty of ”exit ramps”).

• The “Roach Motel” 



RECENT CASES: ADOBE

• The FTC alleged in 2024 that Adobe disguises 
fees when consumers sign up for the program.

• A consumer enticed by a “free trial” must hover 
over the tooltip button to learn of an “early 
termination fee”

• The plan doesn’t initially disclose the year-long 
commitment.

• The tooltip lacks any information of the fee’s 
price

• The small print on the final payment screen 
provides the only language of an “annual 
commitment” (and lacks mention of a “fee”



THE FUTURE: AI AND 
MORE

• 1. AI Generated websites/interfaces have 
“organically” implemented dark patterns

• 2. AI-powered consumer “chat boxes” can 
employ dark patterns

• 3. AI ”bots” can appear human and thus 
recommend products and manipulate 
consumers on third party platforms such as 
message forums.


